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AUVESY Asset Inventory Service

| Versiondog

Pripomenuti pozice Versiondogu
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Versiondog

Software pro automatizovanou spravu, kontrolu a zalohovani
vyrobnich programi a dat

» Automatizované archivovani dat na centralni Uloziste
» Dohledatelnost zmén — Kdo, Kdy a Co zmenil
» Sprava opravneni pro pristup

» Inteligentni porovnani zmén (rozdila) diky metodice Smart Compare
» Zobrazeni rozdild v prehledné (grafické / textové) podobé
» Pro vetsSinu zarizeni neni zapotrebi vyvojoveé prostredi vyrobce

» Automatické prabézné kontroly on-line programu / dat
» Prehled nad skutecné provozovanymi programy a provedenymi zmenami

» Automatické prabézné zalohy programu / dat ve vyrobé
» Pravidelné zalohovani

AUVESY.




Versiondog - s jakymi soubory a programy pracuje’?

PLC/CNC HMI/DCS / ROBOT

» Siemens - Simatic S5/ S7, TIA Portal * WIiInCC, ProTool

* Rockwell Automation - RsLogix 5 /500 / 5000 * WinCC-flexible, TIA Portal

» Schneider Electric — Modsoft, Concept, Unity, EcoStruxure * AVEVA InTouch, AVEVA System Platform
» 3S CoDeSys, Beckhoff TWinCAT * GE iFix, Scheinder CitectSCADA

* Phoenix Contact PC Worx, Omron * Copa-data Zenon

» Mitsubishi, B&R, GE Proficy Machine Edition * Siemens PCS 7, ABB Freelance

* Sinumerik 840D, Fanuc + ABB, KUKA, FANUC, Motoman, Adept
+ adalsi * adalsi

Inteligentni zafizeni SOUBORY / DOKUMENTY

* SEW « MS Office Word, Excel

* Lenze, EPLAN - PDF

+ Sick Scanner, Cognex « XML

* Atlas Copco « ASCII (:txt ...)

* Kistler Maximos, Hirschmann, WAGO « INI soubory

+ Siemens Scalance Switch + Binary, JSON

+ adalsi « adalsi
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Versiondog

AUVESY.

Versiondog server Versiondog klienti
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Vyrobni zafizeni (PLC, PC, roboty aj.)



Versiondog - specialné pro pramyslové vyu?iti — reference v CR/SR
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AUVESY Asset Inventory Service

Nove reseni pro detekci
a Spravu zarizenl na Sitl
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Nove reseni pro detekci a spravu zarizeni na siti

» Monitoring sité a vyhodnoceni rizik pfinasi vyssi bezpecnost vyrobniho
prostredi

» Zakladni principy Asset Inventory Service

» Detekce zarizeni na siti
» Sprava zarizeni
» Vyhodnoceni rizika a zranitelnosti
z pohledu kybernetické bezpecCnosti

RISK & ASSET
VULNERABILITY MANAGEMENT
SCORE
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Zakladni principy Asset Inventory Service

| Detekce zafizeni na siti
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Detekce zarizeni na siti

» Aktivni a pasivni SCAN

» Zarizeni na siti jsou detekovana pomoci aktivnich a pasivnich scanu
» Vytvari celkovy seznam vSech zarizeni

» Naléza ,nedostatky” pro doplnéni planu zaloh a automatickych kontrol pro Versiondog
» Nové zarizeni je mozné automaticky importovat do Versiondogu

» Integrace s Versiondogem
» Automaticky zalohovana zarizeni jsou prevzata z Versiondogu
» Priprovedeni kazde zalohy dochazi k aktualizaci informaci o jednotlivem zarizeni

» VSechny zmeény v konfiguraci provedené v ramci novych verzi jsou zaznamenany a
vyhodnocovany

» Kazdé nové zarizeni ve Versiondogu je automaticky pridano do Asset Inventory Service

AUVESY.



Aktivni a pasivhi SCAN

» Pasivni SCAN
» Sleduje chovani na siti
» Vyhodnocuje , nestandardni“ komunikaci
» Nedochazi k zatézovani komunikace
» Lze pouzit pro vice siti soucasné

» Aktivni SCAN

» Pokrocila metoda pouzivajici aktivni dotazovani koncovych zarizeni
» Dotazovani vyuziva jak standardni tak vlastni pokrocilé detekcni metody

» Jaké informace jsou poskytovany
» |P adresa (MAC adresa), Vyrobce, Firmware, Hardware (Modelova rada, Rack/Slot) ...
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Zakladni principy Asset Inventory Service

| Sprdva zarizeni
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Sprava zarizeni

» Centralni ¢ast systému
» Zarizeni prevzata z Versiondogu
» Zarizeni detekovana pomoci aktivnich a pasivnich scanu

» Vytvari o vSech zarizenich komplexni prehled, ktery je:
» Plné automatizovany
» Centralizovany
» Pravidelné aktualizovany
» Poskytuje i dodatecné informace o projektech prebirané z Versiondogu, coz
umoznuje lepsi orientaci
» Citelny

AUVESY.



Sprava zarizeni

» Nevytvari pouze jednoduchy prehled o IP adresach, ale seznam zarizeni
» Typ zarizeni, vyrobce, verze firmware ...
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Sprava zarizeni

Q ASSETS “ustom [+ Reset
Dashboard
Filter By Clearall QueryVii
Visibility ~ Class Type Vendor Protocol Criticality Search By
Visibility Overview Select Class... v Select Type... v Select Vendor... v Select Protocol... v Select Criticality... v Name, IP, Version, Model, Mac ...
Assets Advanced Options»
Zones
S L &% 0d Cd RESULTS (70) e B
Risk & Vulnerabilities ; —
NAME P M MAC 1 cLass t TYPE 1 CRITICALITY T RISK LEVEL ¥ VENDOR M NETWORK 1 LASTSEEN 1}
Threat Detection s
Investigation . [0 Switch 10.0.220.17 00:0E:8C:B7:E8:02 IT Endpoint e Low Medium Siemens Default 14/04/2021 17:01
Reports O  10.0.220.143 10.0.220.143 oT PLC e High Medium Rockwell Automation Default 14/04/2021 17:01
OO 10.0.220.145 10.0.220.145 oT PLC ® High Medium Rockwell Automation Default 14/04/2021 17:01
Ll 10.0.220.67 10.0.220.67 IT Endpoint ® Low Medium Omron Default 14/04/2021 17:01
[0 10.0.220.144 10.0.220.144 oT PLC ® High Medium Rockwell Automation Default 14/04/2021 17:01
0 10.0.220.41 10.0.220.41 oT PLC ® High Medium Rockwell Automation Default 14/04/2021 17:01
[0 10.0.220.142 10.0.220.142 oT PLC ® High Medium Rockwell Automation Default 14/04/2021 17:01
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Zakladni principy Asset Inventory Service

Vyhodnoceni rizika a zranitelnosti
z pohledu kyberneticke bezpecnosti
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V\yhodnoceni rizika a zranitelnosti

» Detailni informace o rizicich a zranitelnosti pro vSechna zafizeni

» Udaje o kazdém zafizeni se porovnavaji s databazi zndmych rizik a
zranitelnosti (CVE — common vulnerabilities and exposures)
» Znalostni databaze je pribézné aktualizovana

» Provadisei kontrola
» Nezabezpecenych komunikacnich protokolt
» Chybnych konfiguraci
» Dalsich bezpecnostnich slabin

» Vlastni detekéni metody v ramci aktivnich a pasivnich scanu

AUVESY.




V\yhodnoceni rizika a zranitelnosti

» Kazdé riziko pro jednotliva zarizeni je posouzeno a vyhodnoceno napfic
celou primyslovou siti

» Riziko je vyhodnoceno prostfednictvim skore pro jednotliva zafizeni

» Vyhodnocovana jsou i komunikacni rizika po siti

AUVESY.



V\yhodnoceni rizika a zranitelnosti

» Komplexni prehled nalezenych hrozeb a rizik

2 INSIGHTS [+ Reset
Dashboard B
Filter By Clear all Query View
Visibility y Class Type Vendor Protocol Criticality Search By
Select Class... ~ Select Type... ~ Select Vendor... ~ Select Protocol... - Select Criticality... ~ Name, IP, Version, Model, Mac ...
Risk & Vulnerabilities ~

Advanced Options»  Insights Options»
Risk & Vulnerabilities

Overview
INSIGHTS (6)
Insights
Attack Vector Q N
Threat Detection
Q 4 assefs are using 1 unsecured protocol: TELNET '
Investigation
Reports 5 assets have 30 unpatched vulnerabilities - Vendor and Model Match '
2 PLCs are exposed to remote program changes or have stopped '
() 2assets have unpatched vulnerabilities - Windows Match v
Q 3 assets have unpatched vulnerabilities - Vendor Match '
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V\yhodnoceni rizika a zranitelnosti

» CVE —zobrazeni skore vsech identifikovanych rizik pro zafizeni

2 INSIGHTS [+ Reset
Dashboard
Filter By  Insight Name: Full Match CVEs X Clear all  Query Vit
Visibility Class Type Vendor Protocol Criticality Search By
Select Class... ~ Select Type... v Select Vendor... ~ Select Protocal... - Select Criticality... ~ Name, IP, odel, Ma
Risk & Vulnerabilities ~
. Advanced Options»  Insights Options»
Risk & Vulnerabilities
Overview
i INSIGHTS (1)
Insights
Altack Vector Q s have 12 unpatched vulnerabilities - Full Match ~

Threat Detection This table lists assets that run vulnerable software versions and can be leveraged by attackers for various malicious purposes such as, remote code execution, DDOS, etc.

vestizat Vulnerabilities are matched against these assets' vendor name, model (family and number) and software version
nvestgation

Clear all

Reports

i RESULTS (12)
CVE-D 1 SCORE (CVsS) 1 TITLE 1 PUBLISHED 1} MODIFIED 1 AFFECTED ASSETS 14 ACTIONS

Vulnerabilities in Controllers CPU 1518
SSA-501073 7.8 11/05/21 11/05/21 12 assets - click to filter ~ Mark s C etel v v
MFP using Intel CPUs (November 2020) Ar sl e o e

55A-180635 7.5 E;S'a"o_'semce Vulnerabllities In 57-1500 08/01/19 08/01/19 1 asset - click to filter v Mark All as Completed v v
SSA-307392 7.5 Efonc;itg'semce n OPCUA N Indusrial 09/04/19 14/05/19 2 assets - click to filter + Mark All as Completed W v

SSA-780073 75 11/02/20 11/02/20 4 assets - click to filter v Mark All as Completed Vv v

ZNshinsd AUVESY.

Denial-of-Service Vulnerability in PROFINET




V\yhodnoceni rizika a zranitelnosti

» CVE - detailni pohled

e INSIGHTS [ +3 Reset
Dashboard
F nsight Name: Full Match CVEs X Insights: Full Match C /E-ID: 5SA-501073 X Insight Name: Full Match CVEs X Clearall QueryV
Visibility Class Type Vendor Protocol Criticality Search By
Select Class... ~ Select Type... v Select Vendor... v Select Protocal... - Select Criticality... ~ Name, IP,\ odel, Ma

Risk & Vulnerabilities ~

) o Advanced Options»  Insights Options»
Risk & Vulnerabilities

Qverview
. E INSIGHTS (1)
nsights
HESULI> (12)
Attack Vector
Threat Detaction CVEID N SCORE (CVsS) T TITLE PUBLISHED 1} MODIFIED T AFFECTED ASSETS 14 ACTIONS
Investigation Vulnerabilities in Controllers CPU

SSA-501073 7.8 1518 MFP using Intel CPUs 11/05/21 11/05/21 12 assets - click to filter + Mark All as Completed Vv ~
(November 2020)

Access Type: Local

Reports

Intel has published information on vulnerabilities in Intel products in November 2020. Some Siemens Controllers are affected by these vulnerabilities due to the use in Intel products.
Related CVEs: CVE-2020-8744, CVE-2020-0591

Link 1

NAME P TYPE VENDOR MODEL FIRMWARE IDENTIFIED ON STATUS UPDATED BY COMMENT ACTIONS

SIMATIC 400 10.0.0.222 PLC Siemens CPU 416F-2 V5.3.1 31/05/21 Open = + Mark as Completed v
Z2NZned  AUVESY.




V\yhodnoceni rizika a zranitelnosti

» Komplexni vyhodnoceni rizika

a RISK & VULNERABILITIES OVERVIEW Last Day  Last Week LastYear @ | Default View
Dashboard
UiSib‘”tv ) e _13
. o =
Risk & Vulnerabilities o~ § Medium 3
&

Risk & Vulnerabilities

- -

No relevant data to present

Insights
0 5 10
Attack Vector
Number of Assets
Threat Detection -
Investigation v
Top Insights Just to Let You Know

Reports

Q 13 assets have 12 unpatched vulnerabilities - Full Match Did not detect Talking with External IPs

3 assets have 1 unpatched vulnerabilities - Vendor and Model Match Did not detect Unsecured Protocols

Did not detect Privileged Operations (Operated PLCs)
Q 2 assets have unpatched vulnerabilities - Windows Match

Did not detect Talking with Ghost Assets

Q 3 assets have unpatched vulnerabilities - Vendor Match
Did not detect Clients remotely managed

000000

Show More Did not detect Multiple Interfaces
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AUVESY Asset Inventory Service

| Hlavni pfinosy
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Hlavni prinosy

» Komplexni prehled o zafizenich na siti
» Automatické sestaveni prehledu vsech zarizeni s detailnimi informacemi (adresa, typ,

vyrobce ....)
» Zvyseni bezpecnosti a monitoring sité
» Detekce pripadnych hrozeb a znamych rizik

» Rozsifeni planu automatickych zaloh

» Detekce zarizeni, pro ktera neni v ramci Versiondogu naplanovana automaticka
kontrola a zalohovani

» Snizeni nakladu
» Zvyseni efektivnosti a predchazeni riziku, které muize mit zasadni dopad na vyrobu

AUVESY.



AUVESY Asset Inventory Service

» Jak je mozné Asset Inventory Service ziskat?
» Asset Inventory Service verze 1.0 je soucasti Versiondogu od verze 9.0

» Jako samostatnée reseni bude nabizeno od verze 2.0 (prvni pololeti 2022)
» Bude dostupné i pro zakazniky, kteri Versiondog nepouzivaji

» Dalsi informace na:
» www.auvesy.com/en/asset-inventory-service/

AUVESY.



\ly jeste nemate Versiondog?

» Riziko hrozeb / utokd na vyrobni zafizeni se stale
zvysuje, a tim i tlak na automatizované kontroly a
zalohy vyrobnich zafizeni pro zajisténi rychlé obnovy

» Versiondog diky nové funkci Easy Asset Integrator
nabizi moznost importu zarizeni do Versiondogu vcetné
importu projektd, coz umoznuje zasadné rychle;si
nasazeni

» Stale je nabizena moznost testovaci licence véetné
nasazeni u zakaznika

AUVESY.



AUVESY Asset Inventory Service

| Dékuji za pozornost

Otazky, odpovedi

AUVESY.
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