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AVEVA a zasady kybernetické bezpecCnosti

| Kybernetickd bezpecnost a ICS

ICS = prumysloveé ridici systémy
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Kyberneticka bezpecnost a ICS

IT
» Klasicky IT model nevystihuje zcela potreby ICS -

» Prumyslové systémy maji presah do fyzického svéta
» Priorita— BEZPECNOST, vyrobni kontinuita

dlvérna data
IT systém / sit

g UtOky Na prumyslove systemy INTEGRITA DOSTUPNOST
» Stuxnet, ukrajinsky blackout.... mezirocneé 40% naruUst
» Casto velmi dobfe promyslené, naplanované, financované

» Zména paradigmatu v ochrané ICS
» Nejde jiz jen o ochranu dat a sité (IT pojeti)

» Predmeéetem ochrany je samotny
ridici systém, technologie, rizené procesy, prostredi, lidé

UTAJENI

'AV EVA INTEGRITA
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Daveryhodnost = integrita + autenticita

» Nelze-li doloZit integritu a autenticitu hodnoty, je tato hodnota NEJISTA
» Kdo /co nam tu hodnotu viastné sdéluje?

AVEVA - sifrovana komunikace mezi certifikovanymi uzly L
Fizeni opravnéni az na uroven atributu

@»o»a»»w»

,Fake”

Tlak v reaktoru
je 15.7 MPa

—_— server Je to pravda®?

Oblast mozného kybernetického ovlivhéni hodnoty

Tlak v reaktoru ‘,Tlak v reaktoru

IS Nd AV=VA je 15.7 MPa A je 15.7 MPa
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Pozice SW AVEVA v ICS

» Problematika kybernetické bezpecnosti je
komplexni, my se dnes budeme zabyvat pouze T

pFinosy AVEVA SW
Uzivatelé, role, AV EVA ITAA, IT WEB

pravidla pristupu, HISTORIAN WEB
sifrovana komunikace,

certifikované UZIy systému... APLIKACNi SERVERY
SCADA HMI

Zépisy do I/O KOMUNIKACNI SERVERY
A BRANY (OPC, MQTT)

PLC, DCS, IOT

CIDLA, AKCNI CLENY

RIZENA TECHNOLOGIE, RIZENE PROCESY

AV=VA
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AVEVA a zasady kybernetické bezpecCnosti

/asady kybernetické bezpecnosti
realizovane v AVEVA SW
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/asady kybernetické bezpecnosti realizovane v AVEVA SW

» Autentizace, Autorizace, Approval (= schvaleni), Audit (4xA)
» Systém — zpracovani — vizualizace — oblast — objekt — atribut
» Propojeni s ActiveDirectory

» Provoz klientskych aplikaci s opravnénim obycejného uzivatele

» Sifrovana komunikace a identifikace uzlG systému
» System Management Server, certifikaty

» Podpora vhodné sitové infrastruktury
» Secure Gateway, reverzni proxy, protokolove brany
» Pouze odchozi propojeni z DMZ
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AVEVA a zasady kybernetické bezpecCnosti

| Autentizace, autorizace...

Rizeni opravnéni aZ na Uroven atributu
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Autentizace, autorizace, schvaleni, audit v AVEVA System Platform

SYSTEM RIZENI OPRAVNENI V AVEVA SYSTEM PLATFORM

Autentizacni mod

e Default / Galaxy / OS User / OS Group

| Authentication Mode | Security Groups | Roles | Users | credentials

Roles available:

@ Define the Security Roles of the Galaxy

General permissions:

Uzivatelské role

e Role v Galaxy / OS nebo AD skupiny
e Prdva pro vyvoj a provoz

a OperatorHighLevel 8000

Oblasti zabezpeceni

e Skupiny objekt

Role Access level =-[_]IDE Permissions

% Administrator 9393 -[_]Can Start the IDE

a Default 1] [#-[_|Importing and Exparting

a Operator 5000 #-[_|General Configuration

 loperoorn oo | IEARCA A
- |Devicelntegration Objects

[#-[_] Application Configuration
[#-[_IFramework Configuration
[#-[_]User Configuration
#-[_|Deployment Permissions
[#-[_]Graphic Management Permissions
- |Manage Alarm Strategy
[=-[#]SMC Permissions

--[w]Can Start the SMC

--[W]Can Start/Stop Engine [Platform

(0] J1143";

« Sablony a instance

Typy atributi z hlediska zapisu

e User Writeable / Object Writeable / Calculated / Locked

Politiky pro uzivatelsky zapisovatelné atributy

* Free Access / Operate / Tune / Configure / Read Only
¢ Secured Write / Verified Write

AV=VA
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MName: Setpoint_Tlak

Description:  PoZadovany tlak v reaktoru
Data type: |E| Float |v| [ Array
Writeability: |User writeable |v|

Initial value: 17,0

Availzble features:

[Ew 7 [

ROC alarms

Deviation alarms

Statistics

EI@E

= @ Eng units: MPa
@ FreefCcess

@ Operate

'@ SecuredWrite
'@ Verifiedwrite
@ Tune

@ Configure

@ ViewOnly

[l 2 Wirite bn COkiact Atk bae einn OkiasHliswee
B ccured Write x|

Reason Description

Attribute |Datauou,5eeum

Value I3?

Comment I Select predefined comment... :l

This comment is not in the predefined comments list. 3

J |

Usemame IUser4
Password IIIIIIIII'
Domain Frcheslu\

[ o ]

Cancel |




AVEVA a zasady kybernetické bezpecCnosti

| Sifrovand komunikace, certifikaty

System Management Server
Certifikace uzlU systéemu
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Sifrovana komunikace, certifikaty

» Uzel, ktery se nemuze prokazat svou identitu certifikatem vydanym SMS
(System Management Server), nemuze komunikovat s ostatnimi

o i; &

SuitelLink
PN

Management

&

B Odposlech/Naruseni (read/write)




Sifrovana komunikace — dotéené protokoly

Historian (“tier 2”) *
[ ]

Replication (HCAL) i .
Historian (“tier 1”) o
HCAL SuiteLink .
Application Server AOS1 / \ InTouch HMI
Cg InTouch
Operations .‘—6—' |Data " Web Server

Management Interface

SuitelLink
’~$ \ }&k

Communlcatlon

InTouch For Appllcatlon Server  Driver HTTPS
System Platform AQOS2

iData

InTouch
Web Server

System Monitor Manager

System Monitor Agent

e

SuitelLink

Message Exchange (MX)
iData

iBrowser

HCAL

HTTPS



System Management Server

1 zvoleny uzel

A Configurator

File Help

@ AvEVA Enterprise Licensing Platfon
@ aveva Enterprise License Se
| () AVEVA Historian

@ server

] Reporting
|8 AVEVA System Manitor

O] System Monitor Manager

@ Alert Email Server
| @ AVEVA System Platform

@ Galaxy License Mode
| @ Common Platform

@ System Management Server
| @ Industrial Graphics Server

@ Client Settings

@ Authentication Settings

< | m E

Machines running AVEVA software must be configured to trust each other sg
communications can be utilized, This is done by connecting them

sgement Server,
) Connect to an existing System Management Server.

(® This machine is the System Management Server.
There should only be one System Management Server in your topology for all AVEVA products. All
other machines should be configured to connect to this System Management Server.

) No System Management Server configured. (NOT RECOMMENDED)
This cption also allows you to remove any existing certificates that were managed by the System
Management Server.

i5 Advanced Configuration

You can connect to

Server by selectingq - e o

the web ports to usg o ) )
In order to enable communications via encrypted channels (e.g. HTTPS), certific

to be configured.
Advanced

Certificates can either be provided by your IT department or automatically gene

Please select the appropriate options below.

IConfiguration Messag Certificate Source | Automatically Generated v

Flex License mode st

Flex License mode st{ | cortificate WIN-VDS6FUB3SFS ASB

r Ports

ostatni nasmérovany na zvoleny SMS

-Ger-pera] -Deizis Certification Path

Certification path

5] WIN-VD56FUB3SFS5 ASE Raot CA
“-{55] WIN-VDS6FUB3SFS ASB CA
| WIN-VD56FUB3SFS ASB

View Certificate

Certificate status:
iz certificate is OK.

communicate over web ports,

AV=VA
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Please select the appropriate port to use on this machine,

HTTP Port 80

HTTPS Port 443

The common platform, and certain other AVEVA software (using "web port sharing” technalogy),




System Management Server

» Privatni certifikaCni autorita (CA) pro uzly AVEVA
» Sifrovana komunikace TLS 1.2 mezi uzly, které , se vzajemné znaji“
» Certifikat = prukaz identity
» Certifikaty (root + ID uzlt systému) jsou generovany automaticky (SMS)
nebo je root certifikat vydan certifikacni autoritou (Verisign apod.)
» Certifikat poskytnuty CA
» Expiruje, ale snadno pokryje i uzly bez AVEVA SW — napr. klienty IT Web Serveru
» Automaticky generovany
» Automaticka obnova, na uzlech bez AVEVA SW je tfeba jej zdlGvéryhodnit
» Certifikované uzly
» Spolu mohou komunikovat pouze uzly nasmérované na stejnou CA / SMS
» Vylouceni Utokd typu ,,Man In The Middle”

e




AVEVA a zasady kybernetické bezpecCnosti

Brany pro nasazeni v DMZ
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Podpora vhodného usporadani site

» Segmentace sité véetné DMZ Obchodni LAN ... Internet
» DMZ bra ny I ITAA IT Web InSight
Secure Reverse Secure
» ITAA Secure Gateway smen Gateway Proxy Link

» TLS —HTTPS

» InTouch Web Reverse Proxy
» NGINX
» CADDY

» InSight Secure Link m

» Pouze odchozi spojeni ,ven -

T Caddy MGINX Unit

Procesni LAN

e



ITAA Secure Gateway

» Obrazek z dokumentu Pantek (CS)
» ITAA —jak snadno zacCit

3.InTouch Access Anywhere Server DMz INTERNET
Windows 2016 Server Kyberneticka brana mobilni uzivatelé
sluzby vzdalené plochy home Office

InTouch prohlizec Internetu
SiT SCADAIH:I_. 8080 — 8080
— e
' I 443

G 443
2. Autentizacni server

: ; 4. InTouch Access Anywhere Secure Gateway :ain
Active Directory 1. verejna IP adresa
vyhrazeny pocitac (nebo VM) "
Windows 10

AV=VA
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Insight Secure Link (ISL)

» Jednosmerny ,bridge”
» Jediny odchozi port
» Z4adné pFichozi spojeni
» Provoz Sifrovan TLS
» DMZ

» ISL je mozné retézit

AV=VA
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Firewall
Proxy
Business
\ Insight
Firewall Secure Link

"

Firewall

Historian or
Insight Publisher

(& | &

Control

Insight Secure Link AVZVA

Incoming Connections

The bridge will wait for connections from your Insight Publishers

Address Port

Accept connections from all local addresses | 9998

Make note of the IP address and port selected above-you will need to enter
them for the Insight Publisher's "Web Proxy Configuration.”

Insight Secure Link AVEVA

Qutgoing Connections

Forward to upstream proxy

Indicates that there is another proxy that needs to be straddled in order to connect to the internet.

Address http://192.168.200.90

Port: 8888

e BECk




Vlyznam cloudu ve strategii upevnéeni kybernetické bezpecnosti

Cloud Security Statement

» Odklonéni Internetovych klientt
mimo sit podniku

Discover AVEVA's proactive stance on cybersecurity

https://www.aveva.com/en/legal/trust/security/

—
=
=

Zabezpecené
odchozi spojeni

Insight

Secure %

-Z“ .
v.,
==
—
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InTouch Web — konfigurace pristupu ze siteé mimo OT

AVEVA Application Manager

File View Tools Help
@ 0O I . AIM = AVEVA Identity Manager

INTOUCH OoMmI WEB CLIENT

Web Client Settings

AIM Registration

Graphic Refresh Rate (ms): 1000 Identity Server Settings
Note: Please enter the administrator credentials of i
Alarm Refresh Rate (ms): 1000 A Configurator -
Use AIM Server as the authentication server | File Help
Web Client Site Name: InTouchWeb =@ AVEVA Enterprise Licensing Platf By default Web Client uses Windows Authentication. You can switch to user authentication in this
Identity Server: win-vd56fub3sfd @ AVEVA Enterprise License | configuraiton screen.
Show Header: 5@ AVEVA Historian (® User Authentication
User Name: Enter user name @ Server m r . " . " )
Enable NavBar: ® Security ou need to connect to a System Management Server to use this option.
Password: Enter password ® Search- AVEVA Identity Manager  win-vd56fub3sf5:443
Allow Anonymous Access: | @ Reporting Reverzni
Secure Gateway: nginx.pantek.cz Q—Wih_* Secure Gateway nginxpantek.cz
! ™ System Monitor Manager proxy \% DMZ
. . @ Alert Email Server The secure reverse proxy server installed in DMZ to allow
Allow Industrial Graphics tc =@ AVEVA System Platform Industrial Graphics Web Server to be accessed outside the
@ Galaxy License Mode plant network. Industrial Graphics Web Server can be used
>y with a secure gateway only if registered with AVEVA Identity

=@ Common Platform
@ System Management Serv

=@ Industrial Graphics Server ) Windows Authentication
@ Client Settings

Manager.

AV=VA
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AIM, Reverzni Proxy, InTouch Web Server, SMS

Klient - Internet

» Reverzni Proxy

https://secured.company.cz/InTouchWeb
» Overuje uzivatele na AIM i

v . PN
» Uzivatel OK 4

» Token zaslan na InTouch Web Server ﬂ:;
DMZ

Reverse Aveva

» Provoz presmerovan tamtéz Proxy Identity
(RP) Manager
» InTouch Web Server === (AW
» Certifikovan na SMS
» Poskytuje web pouze pres HTTPS e 00 S
nv\;)eubc Management

» Posila na Reverse Proxy

Server Server (SMS)
» MUZe komunikovat data z platformy A0S E

» MX Sifrovano

» Uzly se ,znaji”

e

TLS / MX




AVEVA a zasady kybernetické bezpecCnosti

| Ubrénitelny systém

Shrnuti a doplnéni

e



Ubranitelny ICS se SW AVEVA

» 4xA az na uroven datového bodu
» Nepodcenit audit fidiciho systému
» Napf. prehrani programu v PLC je z hlediska CS vyznamnad/zévaznd udalost!

» Sifrovand komunikace mezi autentickymi uzly systému
» Pozor na otevrenée protokoly!

» Segmentace sité, firewally/porty, DMZ, jasné definované datové toky

» Jedina brana do kritickeé Casti systemu, DMZ aplikace

» Zdakaz primého provozu kancelarskych sluzeb (mail/web...) v procesni siti (Ize zprostredkovat z IT sité)
» Ochrana koncovych systému (end-point security)

» Aktualizace systému (podporované OS, KB/CS zaplaty), viz. AVEVA Security Central
» Krizové plany

» Reakce na Utok, zachovani kontinuity a zabezpeceni kritickych funkci, rychla obnova

» MozZnost izolovat (uzel, sit) a eliminovat (uzivatele)

e




Doplnéni: Produkty z naseho portfolia pro upevneni CS

» Versiondog
» Audit zmén programu v PLC

» ThinManager
» Minimalizace napadnutelnych systému v procesni siti

» Tenka koncova pracovisté bez moznosti interakce s hostitelskym OS
» Na zero klientech zcela chybi brany, pres které muize vstupovat malware
» Management prihlaSovacich Udajd pro relace VP
» Operator nezna prihlasovaci udaje pro otevreni relaci VP => nemuze je vyzradit ani zneuzit
» Naplnéni politiky hesel Active Directory (expirace, komplexita)
» Upevneni CS - vicefazové prihlaseni
» Biometrika, Smart ID, RFID, PINy,...

e



AVEVA a zasady kybernetické bezpecCnosti

| Dékuji za pozornost
Otazky, odpovedi
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As Pantek

Vas partner ve svété digitalni transformace

Susilova 1528/1
500 02 Hradec Kralové
Ceska republika

www.pantek.cz



